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Are they stealing my data? 

The Lloyds digital index have found out that for people who are not online, 
the fear of someone “stealing my information” is the biggest concern for 
most people. 

But what data do websites use? Are there times when you want a website 
to record personal information and can this be useful? This guide has 
information to help you to decide what personal data to share, and how to 
keep information private if you prefer.  

Knowing your personal information is safe can help you feel more 
confident online.  

 

 

1 Questions:  

1. Why would someone want to use my data? 

 

2. What data would someone want to steal?  

 

3. How could my data be used without my permission?  

 

 

 

2 What do you know about how to prevent a website using your data?  
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3 Why do websites ask for personal information? 

Sometimes a website really does need the personal information it asks 
for. For example when you shop online then the website will need 
your email address to create an account and your home address to be 
able to deliver your order and it will also need your email address to 
confirm your order. It will likely also use your email address to send 
you notifications but you can always unsubscribe from the email 
notifications that a site sends you. Check the bottom of the email and 
you will see an “unsubscribe” option. 

TIP:  You don’t have to create an account just to browse a website. 
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4 Strong password 

A strong password helps you to keep your accounts secure. 

Some tips to keep your account secure include: 

• Not using the same password for banking and online shopping 
or social media.  The more variety in your passwords the safer 
you are. 

• Not using your name or date of birth in your password.  
• Not using your house address in your password.  
• Not using any other official number in your password (such as 

your passport, or driving licence or national insurance or NHS 
number). 

• Not using the name of the website in your password. 

You can see some examples of weaker and stronger passwords here. 
Stronger passwords use lower and upper case, symbols and numbers 
which make it harder for people to guess or programmes to crack. 
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5 Facial recognition and social media 

Be careful how much you share photos of yourself on social media.  
Consider restricting access to your Facebook account to friends only or 
put a different photo as your Facebook profile picture 

Another tip to avoid sharing too much personal information on social 
media is to look at what your share across your whole profile. Over 
time you can share more than you think you do – ie a photo of your 
street or house number, a fun ‘quiz’ that asks for personal experiences, 
or you use family names or birthday in passwords (not a good idea!) 
you can give a lot away without realising it.  

 

6 Be careful of free (public, unsecured) wifi 

It is not a good idea to use public wifi when you are out and about to 
do any online banking or online shopping.   

How can you check if the wifi you are using is a public one or a secure 
one? 

Firstly if it is public it will not require a password but if it is a secure wifi 
then it WILL require a password, which will have been given to you by 
the organisation/person who owns the wifi. 

Secondly, it will tell you it is a secure wifi in the settings. 
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7 Phishing/Downloads 

Do not click on links in unrecognised emails or download programs 
from unsecure or unrecognised websites 

Starting Point have more detailed guides on avoiding email and text 
scams.  

Learn my way has online training on avoiding these scams as well. 

https://www.learnmyway.com/ 

 

8 In Private Browsing 

InPrivate Browsing is a feature in Internet Explorer that allows users to 
surf the Web without browsing history, temporary internet files, form 
data, cookies, and passwords being retained by the browser. It 
essentially keeps web sessions private. The feature is similar 
to Google’s Incognito mode, and the general ability to browse the 
internet without history, cookies, and other data not being recorded is 
known as private browsing. 

Private browsing can be used for logging onto multiple email, social 
network, or bank accounts at the same time. If you’re using a 
public computer to access accounts, such as one in a hotel lobby or 
library, private browsing decreases the risk that your data may be 
intercepted. The feature can also be used if wanting to surprise your  
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significant other with a gift or vacation plans by keeping your 
researching activities quiet. 

ENABLING INPRIVATE BROWSING 

InPrivate Browsing can be enabled by opening Internet Explorer, 
clicking on the Tools menu icon, clicking Safety within the menu, then 
clicking InPrivate Browsing. This will open a new Internet 
Explorer window that has private browsing enabled. However, beware 
that certain add-ons configured within the browser may be gathering 
and storing information. To be truly private, verify the add-ons that are 
enabled. 

 

 

 

 

Questions: 

1. Were the above easy to understand? 
2. Were you able to do the above (any/all)? 
3. How does the above make you feel regarding the safety of your 

data and doing online shopping or banking? 

 

 


